50, will be treated as malpractice.

Important Note : 1. On compieting your answers, compulsorily draw diagonal cross lines on the remaining blank pages.
2. Any revealing of identification, appeal to evaluator and /or equations written eg, 42+8

USN 10ECS832
Eighth Semester B.E. Degree Exami
Network Se%l
Time: 3 hrs. QQ Max. Marks: 100
Note: Answer any FI questions, selecti
at least TWO tions from each par%
@g’f —A ’
1 a. Define security attack, securi %ﬂanism -and security @ and explain different types
of attacks, giving suitable e S. (10 Marks)
b. Draw the block diagram of ntional cryptosystem medel and explain it. (10 Marks)
2 a. Write the rule follow ncrypt the informati jing ‘PLAY FAIR’ cipher method and
encrypt “FEW AC NTS OCCURRED THEY WERE SUCKED IN BY
DOWNWARD FLOW” using play fair clpher given the key ‘SECURITY’. (06 Marks)
b. Suppose the p “FRIDAY” is enc d using a 2 x 2 Hill cipher to yield cipher text
“PQCFKU”, F he value of the key for encryption. (04 Marks)
c. With nea iagram show the details”of stages in the key generation using simplified
DES (s ”
Give b1t key 101000001 the sub keys K, 2, if
Pio= 274101986]
Ps =[637485109] . GQ (10 Marks)
3 a. Feriorm encrypiion ana @ption using RSA 7, q=1 e =§‘. m= 5. (06 Marks)
b. Explain Diffie — Hellrrq y exchange algorithymn: (06 Marks)
c. [Illustrate the dlfferept ays in whic %&h code can fsed to provide message
authentication. Q (08 Marks)
4 a. Listthe prop f digital signat %d explain dlgltal &turc algorithm (DSA).
(10 Marks)
b. Descri%le‘(/arxous approach@f one-way auth@wn protocol. (10 Marks)
PART -B
5 a. Explaiifwith neat dlagr L protocol s ocol staek afid SSL record protocol operation. (10 Marks)
b. t is the purpose o dual signat ith neat diagram explain the construction of
| signature. (10 Marks)
6 a. :befme an intrud@e the classificati®n of intruders. (04 Marks)
b. Explain the diffefent approaches rusion detection. (06 Marks)
c. Explaint pass word s (10 Marks)
7 a Whatisa s? Explam eddifferent phases that virus goes though during its life time,
which are the types of virfiges? Explain them. (10 Marks)
b. Write short note on : :
i) Antivirus approaches
ii) Digital 1 uffe system. (10 Marks)
8 a. Explain the d§l\ types of firewalls with neat diagram. (10 Marks)
b. Explain the coneept of trusted systems, and with the neat diagram explain reference monitor
concept.. ¢ (10 Marks)
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